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DETAILED ACTION 

1 . In June 2004, the USPTO ceased mailing paper copies of cited U.S. 
patents and U.S. patent application publications with all Office actions. See 
"USPTO to Provide Electronic Access to Cited U.S. Patent References with 
Office Actions and Cease Supplying Paper Copies," 1282 O.G. 109 (May 18, 
2004). Foreign patent documents and non-patent literature will continue to be 
provided to the applicant on paper. 

Claim Rejections - 35 USC §112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 1 1 2: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claims 1, 3-7, 10, 1 1, 16, 17, 20, 21, and 24 are rejected under 35 
U.S.C. 1 12, second paragraph, as being indefinite for failing to particularly point 
out and distinctly claim the subject matter which applicant regards as the 
invention. 

4. Claim 1 recites the limitation "said switch box" in line 5. There is 
insufficient antecedent basis for this limitation in the claim. 
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5. Claim 3 recites the limitations "said switch box" and "said node" in line 1. 
There is insufficient antecedent basis for these limitations in the claim. 

6. Claim 5 recites the limitations "said switch box" in line 1 and "said node" in 
line 2. There is insufficient antecedent basis for these limitations in the claim. 

7. Claim 6 recites the limitation "said node" in line 2. There is insufficient 
antecedent basis for this limitation in the claim. 

8. Claim 7 recites the limitation "said private network" in line 1. There is 
insufficient antecedent basis for this limitation in the claim. 

9. Claim 10 recites the limitation "said node" in line 3. There is insufficient 
antecedent basis for this limitation in the claim. 

10. Claim 10 recites the limitation "the electrical signal" in line 2. There is 
insufficient antecedent basis for this limitation in the claim. 

1 1 . Claim 1 1 recites the limitation "the node" in line 2. There is insufficient 
antecedent basis for this limitation in the claim. 
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12. Claim 20 recites the limitations "received security information" in line 1 , 
"said switch" in line 2, and "said node supplying information supplies" in line 2. 
There is insufficient antecedent basis for these limitations in the claim. 

13. Claim 21 recites the limitation "said routers" in lines 3 and 5. There is 
insufficient antecedent basis for this limitation in the claim. 

14. Claim 24 recites the limitation "said plurality of networks" in line 1 . There 
is insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 102 

1 5. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in 
public use or on sale in this country, more than one year prior to the date of application for patent in 
the United States. 

16. Claims 1-14, 16, 17, 22-24 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Nesset et. al. (US Pat. No. 5,968,176). 



17. Referring to claims 1 and 6: 
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Nesset et. al. disclose a network apparatus comprising: 

A. ) a plurality of private networks with routers to external networks (see 
Figure 2; Column 10, lines 28-31 and lines 47-55); 

and 

B. ) a plurality of switch boxes connecting said private networks to a 
plurality of network enabled nodes (see Figure 2 and Column 10, lines 53-58); 
and 

C. ) said switch box comprising a switch that controls which of said private 
networks is connected to said plurality of nodes (see Column 12, lines 56 -65). 

18. As to Claim 2: 

Nesset et. al. disclose the limitations of claim 1 above and further disclose: 

D. ) said switch is controlled by one of said private networks (see Column 
6, line 64 to Column 7, line 12). 

19. Referring to Claim 3: 

Nesset et. al. disclose the limitations of claim 1 above and further teach a filtering 
mechanism in a Network Interface Card (NIC) that, by effectively dropping 
packets from one source and allowing packets from another, function as a switch 
between two or more networks and thereby disclose 

E. ) wherein said switch box is built into said node (see Column 1 1 , lines 
54-56). 
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20. Referring to Claim 4: 

Nesset et. al. disclose the limitations of claim 1 above, and further disclose: 

F. ) wherein said plurality of switch boxes are built into a hub used to 
connect a plurality of nodes (see Column 12, lines 57-65 and Column 10, lines 
47-49). 

21 . Referring to Claim 5: 

Nesset et. al. disclose the limitations of claim 1 above, Nesset et. al further 
disclose: 

G. ) wherein said switch box is located between a hub used to connect a 
plurality of nodes and the said node (see Figure 2, and Column 10, lines 47-57). 

22. Referring to Claim 7: 

Nesset et. al. disclose the limitations of claims 1 and 2 above, Nesset et. al. 
further disclose: 

H. ) said private network that controls switch comprises a node that 
controls switch (see Column 6, line 64 to Column 7, line 21 ). 

23. Referring to Claim 8: 

Nesset et. al. disclose the limitations of claim 1 above, Nesset et. al. further 
disclose: 

I. ) wherein said switch box additionally comprises a firewall (see Column 
11, lines 54-62 and Column 13, lines 10-12). 
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24. Referring to Claim 9: 

Nesset et. al. disclose the limitations of claim 1 and claim 8 above, Nesset et. al. 
further disclose: 

J.) wherein said switch box additionally comprises memory readable by 
said firewall (see Column 13, lines 42-49). 

25. . With respect to Claim 1 0:. 

Nesset et. al. disclose the limitations of claim 1 , claim 8, and claim 9 above, 
Nesset et. al. further disclose: 

K.) said switch box comprises a memory writer control that comprises an 
AND function with the electrical signal that enables said switch to connect said 
controlling network to said node (see Column 13, lines 46-49). 

26. Referring to Claim 11: 

Nesset et. al. disclose the limitations of claim 1 above, Nesset et. al. further 
disclose: 

L.) wherein said switch box comprises connection with a plurality of 
electrical signals within the node (see Column 11, lines 25-31 and lines 54-62). 

27. With regards to Claim 1 2: 

Nesset et. al. disclose the limitations of claim 1, claim 2, claim 7, and claim 12 
above, Nesset et. al. further disclose: 
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M.) wherein said plurality of private networks comprises a node for 
recording logging information (see Column 16, lines 43 -54). 



28. Referring to Claim 13: 

Nesset et. al. disclose the limitations of claim 1 above, Nesset et. al. further 
disclose: 

N.) wherein the plurality of private networks operate on a plurality of media 
(see Cokimn 13, line 50 to Column 14, line 18). 

29. Referring to Claim 14: 

Nesset et. al. disclose the limitations of claim 1 and claim 13 above, Nesset et. 
al. further disclose: 

O.) wherein said plurality of media comprises different protocols operating 
over said plurality of private networks (see Column 13, line 65 to Column 14, line 
7). 



30. With respect to Claim 1 6: 

Nesset et. al. disclose the limitations of claim 1 above, Nesset et. al. further 
disclose: 

Q.) wherein said plurality of nodes essentially only receive data and are 
connected to said plurality networks simultaneously (see Column 11, lines 24- 
30). 
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31 . Referring to Claim 1 7: 

Nesset et. al. disclose the limitations of claim 1 above, Nesset et. al. further 
disclose: 

R.) wherein said plurality of nodes essentially only send data and are 
connected to said plurality networks simultaneously (see Column 11, lines 24- 
30). 

32. With regards to Claim 22: _ 
Nesset et. al. disclose: 

S.) a means for connecting a plurality of public network connected private 
networks to a plurality of nodes; and a means for switching on of said private 
networks to one or more of said nodes; and a means for checking data packets 
passing from said public network to said nodes (see Figure 2; Column 10, lines 
29-31 and lines 47-59; and Column 11, lines 54-56). 

33. Referring to Claim 23: 
Nesset et. al. disclose: 

T.) a plurality of private networks with routers to external networks (see 
Figure 2 and Column 10, lines 28-31 and lines 47-55); and 

U.) a plurality of switch boxes connecting said private networks to a 
plurality of network enabled nodes (see Figure 2 and Column 10, lines 53-58); 
and 
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V.) said switch box comprising a switch that determines which network is 
connected to which nodes (see Column 12, lines 56 -65) ; and 

W.) said switch controlled by a computer on one of said plurality of 
networks (see Column 6, line 64 to Column 7, line 21); and 

X.) said switch box comprising a firewall (see Column 1 1 , lines 54-62 and 
Column 13, lines 10-12); and 

Y.) said switch box comprising memory read by said firewall (see Column 
13, lines 42^9); and 

Z.) said memory written by said switch controlling computer (see Column 

13, lines 42-49). 

34. Referring to Claim 24: 

Nesset et. al. disclose the limitations of claim 23 above, Nesset et. al. further 
disclose: 

A2.) said plurality of networks operating over a single media using a 
plurality of network protocols (see Column 13, lines 56-59 and line 64 to Column 

14, line 3). 

35. Claims 18, 19, 20, and 21 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Erwin et. al. (Erwin et. al. Virtual Private Networks. 2 nd ed. 
Sebastopol, CA: O'Reilly and Associates, 1999). 



36. Referring to Claim 18: 
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Erwin et. al. disclose : 

B2.) notifying a node on a first private network of the need to access a 
plurality of nodes from a node on a public network (see section 4.2.1 "Dialing into 
an ISP that Supports PPTP"); 
and 

C2.) said notified node supplying security information about said plurality 
of nodes to said public node; and 

said notified node supplying security information about said public node to 
said plurality of nodes (see section 4.2.1 "Dialing into an ISP that Supports 
PPTP," as well as section 4.1 "Differences Between PPTP, L2F, and L2TP" for a 
brief discussion on security and authentication in VPNs and PPTP) ; 

D2.) said notified node switching said plurality of nodes to a second 
private network; and said public node sending and receiving information with said 
plurality of nodes; and said notified node switching said plurality of nodes to said 
first private network (see 4.2.1 "Dialing into an ISP that Supports PPTP"). 

37. With regards to Claim 19: 
Erwin et. al. disclose: 

E2.) Wherein said plurality of nodes send security information to said 
public node after switch has been changed to said second private network (see 
section 4.2.1 "Dialing into an ISP that Supports PPTP," as well as section 4.1 
"Differences Between PPTP, L2F, and L2TP" for a brief discussion on security 
and authentication in VPNs and PPTP). 
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38. With regards to Claim 20, Erwin et. al. disclose: 

F2.) wherein said sent and received security information passes through a 
firewall in said switch and said node supplying information supplies firewall check 
list to firewall readable memory (see 4.2.1 "Dialing into an ISP that Supports 
PPTP"). 

39. With regards to Claim 21 , Erwin et. al. disclose: 

G2.) sending and receiving information at said routers with a plurality of 
protocols (see 4.2 "How PPTP Works"); and 

H2.) passing information between said routers and said nodes over a 
single media (see 4.1 "Differences Between PPTP, L2F, and L2TP"); and 

12.) Sending and receiving information at said nodes with a plurality of 
protocols (see 4.2 "How PPTP Works"). 

Claim Rejections - 35 USC § 103 

40. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 
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41 . The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 
148 USPQ 459 (1966), that are applied for establishing a background for 
determining obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at 



3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 



42. Claim 1 ^rejected under 35 U.S.C. 103(a) as being unpatentable over the 
combination of Nessett et. al. and Collins (US Pat. No. 5,671 ,355) as applied to 
claim 15 above. 

Nessett et. al. disclose a network apparatus comprising: 

J2.) a plurality of private networks with routers to external networks (see 
Figure 2; Column 10, lines 28-31 and lines 47-55); 
and 

K2.) a plurality of switch boxes connecting said private networks to a 
plurality of network enabled nodes (see Figure 2 and Column 10, lines 53-58); 
and 



issue. 
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L2.) said switch box comprising a switch that controls which of said private 
networks is connected to said plurality of nodes (see Column 12, lines 56 -65). 

43. Nessett et. al. fail to specifically disclose a switch box that is 
reconfigurable to support different protocols. However, Collins discloses: 

M2.) a network transceiver that is reconfigure to support different protocols 
(see Collins: Column 9, line 48 to Column 10, line 3); 



44. It would have obvious to one of ordinary skill in the artat the time the 
invention was made to implement Nessett et. al. disclosed plurality of networks 
and switch boxes using Collins reconfigurable transceiver in order to have 
different protocols on the plurality of networks and have switch boxes capable of 
switching between these networks (see Collins: Column 1, lines 43-60). 

Conclusion 

45. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure: Wong et. al. "Method and Apparatus for Controlling 
Access to Services within a Computer Network" (US Pat. No. 5,835,727), Radia 
et. al. "Method and Apparatus for Dynamic Packet Filter Assignment" (US Pat. 
No. 5,848,233), and the Alliance Datacom sale's sheet for the Ascend MAX 4000 
(equipment mentioned in Erwin et al) available at 

<http://www.alliancedatacom.com/products/ascend/ascendjine_4000.asp> . 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to John F Gianola whose telephone number is (703) 
605-4321 . The examiner can normally be reached on Mon - Fri (8:30 - 5:00). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (703) 305-4393. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872- 
9306. 

In October of 2004, Technology Center 2100 will be relocating to the US Patent 
and Trademark Office's facility in Alexandria, VA. After that date, calls to John F 
Gianola should be directed to (571 ) 272-3848. Likewise, the telephone number 
for Technology Center 2100 will change to (571)272-2100. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR 
only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). I A 




